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®ENEPANBbHAS CNY)XXBA BE3OMNACHOCTU POCCUACKOW ®EAEPALUU

NMPUKA3
ot 10 nrona 2014 r. N 378

OB YTBEPXOEHWN COCTABA U COOEP>XXAHUA
OPIrAHU3ALUOHHbBIX N TEXHUWYECKUX MEP MO OBECNEYEHUIO
BE30MNMACHOCTU NEPCOHAJIbHbIX JAHHbLIX NMPU UX OBPABOTKE
B UHOOPMALIMOHHbIX CUCTEMAX NEPCOHAJTbHbIX JJAHHbIX
C UCMOJNIb30OBAHUEM CPEOCTB KPUNTOMPA®UYECKOMN 3ALLUThI
WH®OPMALIMN, HEOBXOOUMbIX AA BbIMONMHEHUA YCTAHOBIEHHbIX
NPABUTENLCTBOM POCCUNCKOWN ®EQEPALIMU TPEBOBAHUN K 3ALLIUTE
MEPCOHAINBHbIX AAHHBLIX ONS1 KAXXOOIO U3 YPOBHEN 3ALLULLEHHOCTU

B cooTtBeTcTBUM C 4YacTbio 4 ctatbm 19 PepepanbHoro 3akoHa ot 27 wuwons 2006 r. N 152-03 "O
nepcoHanbHbIX AaHHbIX" <1> NpukasbiBalo:

<1> CobpaHue 3akoHopatenbcTBa Poccunckon deagepaumm, 2006, N 31 (4. 1), ct. 3451; 2009, N 48, cT.
5716; N 52 (4. I), ct. 6439; 2010, N 27, cT. 3407; N 31, cT. 4173, cT. 4196; N 49, c1. 6409; N 52 (4. 1), cT. 6974;
2011, N 23, c1. 3263; N 31, c1. 4701; 2013, N 14, cT. 1651; N 30 (4. I), cT. 4038.

yTBepAuTb npunaraemble CocTaB M coAepXaHme OpraHm3aLnoHHbIX U TEXHUYECKMX Mep no obecneveHuto
Be3onacHOCTV NepcoHarnbHbIX AaHHbIX NpY UX 06paboTke B MHPOPMALMOHHbBIX CUCTEMAaX NePCOHarbHbIX AaHHbIX C
MCNONb30BaHNEM CpPeACTB  Kpuntorpadmyeckon 3awuTbl UHGoOpMaumm, HeobxoouMMbiX [Ons  BbINOMHEHUS
ycTaHoBneHHbIx [NpaButensctBoM Poccuiickon dPepepaumm TpeboBaHWi K 3aliuTe NepcoHanbHbIX AaHHbIX Ans
Ka)K4oro U3 ypoBHEW 3aLluLLEHHOCTM.

LOupekTop
A.BOPTHMKOB

MpunoxeHue
k npukady ®Cb Poccuu
ot 10 nonga 2014 r. N 378

COCTAB U COOEP>XXAHUE
OPIrAHU3ALUMNOHHbIX U TEXHUYECKMX MEP NO OBECMNEYEHUIO
BE3O0OMACHOCTU NEPCOHANbHbIX OAHHBLIX MPU UX OBPABOTKE
B NH®OPMALIMOHHBIX CUCTEMAX NEPCOHAIbHbIX AAHHbIX
C UCNONb30OBAHUEM CPEACTB KPUNTOMPA®UYECKOMN 3ALLUTHI
NWH®OPMALIUN, HEOBEXOAUMbIX Ans BbINONHEHNA YCTAHOBJIEHHbIX
MPABUTENIbCTBOM POCCUNCKOWN ®EQEPALIMN TPEBOBAHUM K 3ALLUTE
NEPCOHAIbHbIX AAHHBLIX AN KAXXAOrO U3 YPOBHEW 3ALULLEHHOCTHU

|. O0LKMe nonoxeHus

1. HacToswmn OOKyMEHT onpefensier coCcTaB M COAepXaHWe OpraHM3auMOHHBIX U TEXHUYECKMX Mep Mo
obecneyeHnio 6e30NacHOCTM MNEepPCOHaNbHbIX AaHHbIX NpU KUX obpaboTke B MHEPOPMALMOHHBIX CUCTEMAaX
nepcoHanbeHbIX AaHHbIX (danee - MHOpMaLUMOHHAas cucTtema) C UCMONb30BaHMEM CPEACTB KpuUMTorpaduyeckomn
3awmTbl MHdopmauumn (ganee - CK3W), HeobOXxooumbix AONs BbINOSIHEHMS YCTAHOBMEHHbLIX [1paBUTENbCTBOM
Poccuiickon ®enepauum TpeboBaHWi K 3aLLMUTE NepCOoHarnbHbIX AaHHbIX At KaXA0ro U3 ypoBHEN 3aLLULLEHHOCTU.

2. HacTtoswun [OoOKyMeHT npegHasHadeH Ans onepatopoB, ucnonb3yowmx CK3UW gna obecneveHus
©e30nacHOCTN NepcoHarbHbIX AaHHbLIX NPU X 06paboTke B MHPOPMALIMOHHBLIX CUCTEMAX.

3. TpyMeHeHNe OpraHn3auMoHHbIX W TEXHUYECKMX Mep, OnpedeNieHHbIX B HAcToAWEeM [OOKYMEHTE,
obecneumnBaeT onepaTop C ydeToM TpeboBaHMIA SKCMNyaTauMOHHbIX JOKyMeHToB Ha CK3W, ucnonb3yemble ans
obecneyeHnst 6e30NacHOCTU NePCOHarbHbIX AHHBIX NPU UX 00paboTke B MHGPOPMALMOHHBIX CUCTEMAX.

4. Okcnnyataumsa CK3W pormkHa oOCylecTBnATbCA B COOTBETCTBUM C  OOKymeHTaumen Ha CK3U un
TpeboBaHMsIMW, YCTAHOBIIEHHBIMW B HAaCTOSLLEM OOKYMEHTE, a Takke B COOTBETCTBMM C MHbIMW HOPMAaTUBHbLIMU
NpaBoOBbIMW aKTamu, PEryrMpyoLLMMM OTHOLLEHMS B COOTBETCTBYIOLLIEN 00nacTu.




II. CocTaB n cogepxaHne opraHn3aLnoOHHbIX
N TEXHUYECKUX Mep, HeobXoaNMbIX ANS BbINOMHEHNS
yCTaHoBrneHHbIX MNMpasuTensctBom Poccuiickon ®egepaumm
TpeboBaHWi K 3alnUTe NepcoHarnbHbIX AaHHbIX
ans 4 ypoBHS 3alUULLEHHOCTU

5. B cootBeTcTtBUM Cc nyHkTOM 13 TpeboBaHui K 3awiuTe nepcoHanbHbIX AaHHbIX Npu Mx 0bpaboTke B
WH(POPMALIMOHHBLIX CUCTEMAX MepCoHanbHbIX AaHHbIX, YTBEPXAEHHbIX MocTaHoBreHnem [lpaButenbcTBa
Poccuiickon ®epepauun ot 1 Hosbpa 2012 r. N 1119 <1> (panee - TpeboBaHusa K 3awmte nNepcoHarbHbIX
OaHHbIX), Ona obecneyeHuss 4 YypoOBHSA 3alUMLEHHOCTU MEpCOoHamnbHbIX [AaHHbIX Mpu KX obpaboTke B
MH(OPMALIMOHHBIX CUCTEMAX HEOOXOAMMO BbINOSTHEHUE CneayoLwmx TpedboBaHui:

<1> CobpaHune 3akoHoaaTenbcTBa Poccuiickon ®Pepgepauunn, 2012, N 45, 6257.

a) opraHusaums pexmma obecrnedeHus Ge3onacHOCTM  MOMELLEHMIW, B  KOTOPbIX pasMeLleHa
WH(pOpMaUMOHHAa cucTemMa, MPEenATCTBYIOLEro BO3MOXHOCTU  HEKOHTPONMMPYEMOro MNPOHWKHOBEHUS UMK
npebbiBaHWs B 3TUX MOMELLEHUSAX NUL, HE NMEIOLLMX MpaBa AoCTyna B 3TN NOMELLEHUS;

©) obecneveHne coxpaHHOCTN HOCUTENEN NepCoHanbHbIX AAHHbIX;

B) YTBEPXXAEHNE PyKOBOAMTENEM onepartopa AOKYMEHTa, OnpeaensioLwero nepevyeHb nuuy, AoCTyn KOTOPbIX K
nepcoHanbeHbIM AaHHbIM, 0OpabaTbiBaeMbiM B MHAOPMALMOHHOW CUCTEME, HEOOXOAMM ANS BbINOSHEHUA VUMUK
cnyxebHbIX (TPyAoBbIX) 06s13aHHOCTEN;

r) wWcnonb3oBaHMEe CpPeAcTB 3awuTbl MHPOPMaLMK, npowewnx npoueaypy OUEHKM COOTBETCTBUS
TpeboBaHuAM 3akoHogaTenscTBa Poccuiickon ®Pepepaumm B obnactn obecneyeHms 6e3onacHoOCTU MHdopMauuu,
B Crny4ae, Korga NpuMeHeHne Taknx CpeacTB HeobXoaMMo AN HEMTpanm3aunm akTyanbHbIX Yrpos.

6. [Ons BbiNonHeHust TpeboBaHMs, YKa3aHHOrO B MOAMyHKTe "a" NyHkTa 5 HacTosWero [OOKyMeHTa,
HeobxoomMMo obecrneveHne pexuma, NPenAaTCTBYIOLEro BO3MOXHOCTM HEKOHTPONUPYEMOrO MPOHUKHOBEHUSA WIU
npebbiBaHNa B MOMeLUeHusX, rae pasmelleHbl mncnonb3dyemble CK3W, xpanatcs CK3W u (unm) Hocutenm
KNo4eBOW, ayTeHTuduumnpyowen n naponsHo nHdopmauun CK3U (ganee - NMomeweHuns), nuy, HE MMEOLLMX
npasa goctyna B [TomeLlleHuns, KoTopoe JOCTUraeTcs nyTem:

a) ocHaleHus NomelleHnn BXOAHbIMW ABEPbMU C 3aMKamu, obecneyeHnss NOCTOSHHOIO 3akpbiTUS ABepen
lMomelleHnn Ha 3aMOK U UX OTKPbITUSA TONbKO AN CaHKUMOHMPOBAHHOIO MPOXO4a, a Takke onevyaTbiBaHus
[MomMeleHnn NO OKOHYaHUWM paboyero AHs unu obopygoBaHue NomelleHun COOTBETCTBYIOWMMMN TEXHUYECKMMM
YCTPOWCTBAMMW, CUTHANU3UPYIOLLMMN O HECAaHKLUOHNUPOBAHHOM BCKpPbITUK MoMeLLeHnN;

0) yTBepxaeHus npasun goctyna B [omeleHnss B paboyee M Hepaboyee Bpemsi, a TakKe B HeLUTaTHbIX
cUTyauumsix;

B) YTBEPXOEHUS nepeydHs nuu, MMeroLmnx npaso goctyna B [NomeLleHus.

7. Ons BbinonHeHust TpeboBaHWs, yKa3aHHOrO B MOANYHKTe "6" nyHKTa 5 HacToswero [OKyMeHTa,
Heobxoaumo:

a) OCYyLWEeCTBNATb XPaHEHUE CbEMHbIX MaLUMHHBIX HOCUTENEeN nepcoHarnbHbIX [OaHHbIX B cendax
(meTannuueckux wkadax), 06opyLOBaHHbIX BHYTPEHHUMU 3amMKamu ¢ AByMA unu 6onee gybnvkatamu Knovemn um
npucnocobneHnammn ons onevyaTbiBaHMS 3aMOYHbIX CKBaXXUH UKW KO4OBLIMW 3aMKamu. B cnyyae ecnm Ha CbeMHOM
MAaLUMHHOM HOCUTENe MePCOHanbHbIX AaHHbIX XPaHATCHA TOSMIbKO MEPCOHanbHble [aHHble B 3alMdpPOoBaHHOM C
ncnonb3oBaHvem CK3U Buge, gonyckaeTtcs xpaHeHne Takmx HocuTenemn BHe cendoB (MeTannmyeckmx wrkadgos);

0) ocCylWecTBNATb MO3K3EMMMAPHBIA YYET MaLUMHHBIX HOCUTENEN MepcoHarbHbIX [AaHHbIX, KOTOPbINA
Jocturaetca nyTeM BeAdeHUs KypHana ydyeta HocuUTenen nepCcoHarnbHbIX [AaHHbIX C  UCMNOMb30BaHWEM
perncTpaumoHHbIX (3aBOACKUX) HOMEPOB.

8. [Onsa BbiNOnMHeHuMs TpebOoBaHUA, yka3aHHOrO B noAnyHkTe "B" MyHKTa 5 HacToswero [OKYMEHTa,
Heobxoaumo:

a) paspaboTaTtb M YTBEPAMTL OOKYMEHT, ONpedensowni nepedeHb nuy, JOCTYN KOTOPbLIX K MepPCOHanbHbIM
OaHHbIM, obOpabaTbiBaeMbiM B MH(OPMALUNOHHOM CUCTEME, HEOOXOAMM ANs BbIMNOSIHEHUS UMW  CIYXEOHbIX
(TpyooBbIxX) 0bs3aHHOCTEN;

0) nopaepxmBaTh B akTyarlbHOM COCTOSHMM OOKYMEHT, Onpeaensowmi nepedeHb nuu, JOCTYN KOTOPbIX K
NnepcoHarnbHbIM AaHHbIM, oOpabaTbiBaeMbiM B MH(OPMALMOHHOW CUCTEME, HEOOXOAMM ANS BbIMOSTHEHUSA VMUK
Ccny>XebHbIX (TPYAOBbIX) 06513aHHOCTEN.

9. [Ona BbINONHeHUss TpeboBaHWsA, yka3aHHOro B noanyHKTe "r" nyHkTa 5 HacToslero [OKyMeHTa,
HeobOXooMMO Ons  KaXZOoro U3 YPOBHEW 3alUMLLEHHOCTM NEepCoHanbHbIX AaHHbIX npumeHeHne CK3U
COOTBETCTBYHLLErO Kracca, No3BonsoLmnx obecneynsaTe 6€30MacHOCTb NepCoHarnbHbIX AaHHbIX MpU peanusauum
uerneHanpasrieHHbIX OEeNCTBUA C UCMOMb30BaHMEM annapaTtHbiX W (MNK) NpPorpamMMHbIX CPEACTB C  Uenblo
HapylweHus 6e3onacHocTh 3awmwaembix CK3W nepcoHanbHbIX AaHHbIX UM CO34aHUSA YCIOBUIA AN 3TOro (ganee
- ataka), KoTopoe AOoCTUraeTcs nyTem:




a) nony4YyeHnsi UCXOOHbIX OaHHbIX ANns pOpMMPOBAHWS COBOKYMHOCTU MNPEANOSIOKEHUN O BO3MOXHOCTSX,
KOTOpbl€ MOryT MCNOMb30BaTbCS NPy co3gaHnm cnocobos, MOArOTOBKE M NPOBEAEHUN aTak;

0) opmupoBaHMa ¥ YTBEPXKAEHUS pyKOBOOUTENEM oOnepaTopa COBOKYMHOCTW NPEeAnosioKEHUn O
BO3MOXHOCTAX, KOTOpble MOTFYyT WCMOSb30BaThbCA NPV CO34aHMM CnocoboB, MOArOTOBKE M MPOBEAEHUMN aTak, U
onpegeneHne Ha 3To OCHOBE M C y4€TOM TUNa akTyanbHbIX yrpo3 Tpebyemoro knacca CK3U;

B) Mcnonb3oBaHus Ans obecneyeHms Tpebyemoro ypoBHS 3aLLMLLEHHOCTU NEPCOHAaNbHbIX AaHHbLIX MPU KX
obpaboTke B nHpopmaumoHHom cucteme CK3U knacca KC1 u Bblwe.

10. CK3W knacca KC1 npumeHsaoTCa Ons HeMTpanusauum atak, npu co3gaHum cnocoboB, NOArOTOBKE U
NPOBEAEHUN KOTOPbIX UCMOMb3YOTCS BO3SMOXHOCTU M3 YMCna CrneayloLmX:

a) cosgaHve cnocoboB, MOAroToBKa WM MnpoBedeHMe aTak 6e3 npuBrneyeHus crneumanuctoB B obnactu
pa3paboTku n aHanunsa CK3U;

0) cosgaHne cnocoboB, NOArOTOBKa M MPOBEAEHME aTak Ha pas3fnU4HbIX 3Tanax XuaHeHHoro uukna CK3U
<1>:

<1> K atanam xwusHeHHoro uukna CK3W oTHocaTcs paspaboTka (MogepHM3aums) ykasaHHbIX CPeAcTB, MX
NPOVN3BOACTBO, XpaHEHUE, TPaHCNOPTMPOBKA, BBOA B 3KCMyaTaumio (NyckoHanagoyHble paboThl), aKkcnnyaTauus.

B) npoBefeHVe aTaku, HaXOAsCb BHE MPOCTPaHCTBa, B Npedenax KOTOPOro OCYLUECTBSETCS KOHTPOSb 3a
npebbiBaHNEM N OENCTBUAMW 1L, U (MNN) TPAHCMOPTHBLIX CPeACTB (danee - KOHTponupyemas 30Ha) <1>;

<1> [paHuUen KOHTPONMMPYEeMOW 30Hbl MOryT ObiTb NEPUMETP OXpaHAeMOon TeppuTopuu npeanpuaTus
(yypexxgeHus), orpaxgaroLwme KOHCTPYKLMW OXPaHSeMoro 34aHus, OXpaHAeMOW 4acTu 3[4aHWs, BblOeNeHHOro
nomeLLeHus.

r) NpoBeAeHNe Ha aTanax pas3paboTku (MogepHU3aumm), NPOM3BOACTBA, XPaHEeHUs], TpaHcnopTuposku CK3U
n atane BBoAa B akcnnyartaumio CK3U (nyckoHanago4vHble paboThl) creaywmx aTak:

BHECEHMe HeCaHKUMOHMPOBaHHbIX n3ameHeHnn B CK3U u (unn) B KOMNOHEHTbI annapaTtHbIX U MPOrpaMMHbIX
cpeacTB, COBMECTHO C KOTOpPbIMM WTaTHO dyHKumMoHupytoT CK3W 1 B COBOKYMHOCTW npeAcTaBnsiowime cpeay
dyHkumoHmpoaHus CK3U (ganee - C®P), koTopble cnocobHbl NOBNUATL Ha BbINOMHEHWe npeabssnaemMbix kK CK3U
TpeboBaHuii, B TOM YMCNE C UCMONb30BaHNEM BPEAOHOCHbIX MPOrpamm;

BHECEHME HECaHKLUNOHNPOBAHHbIX M3MeHeHW B JokymeHTauuio Ha CK3W 1 komnoHeHTbl CO;

A) NpoBeAeHue atak Ha aTane akcnnyatauun CK3U Ha:

nepcoHarsnbHble JaHHbIE;

KIIOYEBYH, ayTEHTUDULMPYIOLLYIO 1 NaponbHY0 MHopmaunto CK3U;

nporpaMmmHble KomnoHeHTbl CK3U;

annapaTHble KoMnoHeHTbl CK3U;

nporpaMmHble KOMNOHeHTbI C®P, BkItouas nporpammHoe obecneveHune BIOS;

annapaTtHble KOMMOoHeHTbl CP;

OaHHble, NepegaBaeMble Mo KaHanam CBA3u;

WHble OOBLEKTbl, KOTOpble YCTAHOBMNEHbI Npu (POPMMPOBAHUN  COBOKYMHOCTU MNPEANONOXEHUA O
BO3MOXHOCTSIX, KOTOpPbIE€ MOryT MCMONb30BaTbCA MpPW CO34aHMM CnocoboB, MOArOTOBKE M MPOBEAEHMU aTak C
Y4E€TOM NPUMEHSAEMBIX B MHGPOPMALMOHHOW CUCTEME MHAPOPMALIMOHHBIX TEXHOMOIMI, annapaTHbIX CPeacTB (aanee
- AC) n nporpammHoro obecneyexus (ganee - MO);

€) noNny4YeHne un3 Haxodswmxca B CBODOOHOM [OCTYMe WCTOYHMKOB (BKMNOYaa WMHGOPMaLMOHHO-
TENEeKOMMYHVKALUMOHHbIE CETWU, OOCTYM K KOTOPbIM HE OrpaHU4YeH ornpefeneHHbIM Kpyrom nuvy, B TOM 4ucne
NMHOPMALIMOHHO-TENEKOMMYHUKALNOHHY ceTb "WHTepHeT") uHpopmauum o6 mHOpPMaLMOHHOW cucTeme, B
koTopou ucnoneadyetcs CK3W. MNpn atom MmoxeT BbITh NonyveHa cnegyoLas nidopmMaums:

obwure cBeneHus o6 MHGPOPMALMOHHON cucTemMe, B koTopor ucnonbdyetca CK3U (HasHayeHue, cocTas,
onepaTop, 06bEKTbI, B KOTOPbIX pa3MeLLeHbl pecypcbl UHOPMALIMOHHOW CUCTEMbI);

cBefeHus 06 MHOPMaLUOHHBIX TexHomnorusax, 6asax gaHHbix, AC, MO, ucnonbdyembix B UHHOPMALNOHHOM
cucteme coBmectHo ¢ CK3W, 3a wvcknwoyeHMem CBeAEHMMN, COAEepXalUMXCA TONMbKO B  KOHCTPYKTOPCKOW
OOKYMEeHTaumn Ha UHopMaunoHHbIe TexHonornn, 6asbl aaHHbix, AC, MO, ncnonb3yemble B MHOPMALNOHHOM
cucteme coBmecTHo ¢ CK3U;

cofepXaHue KOHCTPYKTOPCKOM fokyMeHTauumn Ha CK3U;

codepxaHve Haxogsuwencss B cBoOOOHOM [OCTyne [OKYMEHTauuu Ha annapaTHble W NporpamMMHbie
koMnoHeHTbl CK3 n Co;

o6Lwme cBegeHus 0 3alumaemMon MHopmaumm, ucnornsb3yemon B npouecce akcnnyartauumn CK3U;

CBeEeHMs O kKaHamnax CBsA3u, No KOTopbIM NepepatoTcst 3awmwaemble CK3U nepcoHanbHble faHHble (fanee -
KaHan cBsa3n);

BCE BO3MOXHble [aHHble, NepefaBaemble B OTKPbITOM BMAE MO KaHanam CBs3W, He 3alULLEHHbIM OT




HeCcaHKLUMOHMPOBAHHOIo JOCTYNa K MHpopMaunm opraHn3aumoHHbLIMU U TEXHUYECKUMN Mepamu;

cBefeHMs 000 BCeEX MPOSABMSOWUXCA B KaHanax CBSI3W, HE 3alUULLEHHbIX OT HEeCaHKUMOHWPOBAHHOTO
AOCTyna K MHopMaumny OpraHn3auuoHHBIMAN 1 TEXHUYECKMMUN Mepamu, HapyLleHuax npasun akcnnyatauun CK3U
nCo;

cBefieHns 060 BCex MpOSIBASAIOLWMXCA B KaHanax CBA3W, He 3alUMLLEHHbIX OT HeCaHKUMOHMPOBAHHOIO
JocTtyna K uHdopmaumm opraHvM3auMoHHBIMU U TEXHUHECKMMU Mepamu, HEUCNPABHOCTAX U COOSX annapaTHbIX
komnoHeHToB CK3U n CO;

cBefeHus, nonyyaemMble B pesyrnbTaTte aHanuaa nbbix curHanos ot annapaTtHbIX koMnoHeHToB CK3U n Co;

X) NpUMeHeHue:

HaxoasLwmxcs B cBOOOAHOM AOCTyNe WM UCMOfNb3yeMbIX 3a npeaenamMmu KoHTponupyemon 3oHbl AC u MO,
BKIIHOYAs annapaTHble 1 nporpaMMHble KOMNoHeHTbl CK3U n Co;

cneumanbHo paspaboTtaHHbix AC 1 N0O;

3) UCMONb30BaHWE Ha 3Tane 3KcnnyaTauun B Ka4ecTBe cpedbl NepeHoca oT cybbekTa K 00bekTy (0T obbekTa
K CyObekTy) atakm AeNCTBUI, OCYLLECTBIISEMbIX NPY NOATOTOBKE 1 (MNN) NPOBEAEHUN aTaKu:

KaHamnoB CBA3W, He 3alUMULLEHHbIX OT HECAHKLMOHUPOBAHHOIO AOCTYNa K MHopMaLuun opraHn3aumMOHHbIMU U
TEXHUYECKNMU Mepamu;

KaHanoB pacnpoCcTpaHeHUs CUrHanoB, ConpoBoXaatoLwmnx dyHkumoHmposaHne CK31 n Co;

W) NpoBedeHMe Ha aTane aKcnnyatauun ataku n3 MHpOpMaLMOHHO-TENEKOMMYHMKALMOHHBLIX CETEN, AOCTYN
K KOTOPbIM He OrpaHuyeH onpedeneHHbiM Kpyrom v, €ecnu WH(OpPMauMOHHbIE CUCTEMbI, B KOTOpPbIX
ncnonb3ytotca CK3U, nmetot BbIxog B 3TU CeTy;

K) MCMonb30BaHWe Ha aTane aKkcnnyaTauumn Haxogawmxcs 3a npegenamm koHTponupyemon 3oHel AC u MO u3
cocTaBa cpeacTB MHPOPMALIMOHHOW CUCTEMBI, MPUMEHSIEMbIX HA MecTax akcnnyaTauum CK3U (nanee - wraTHble
cpencTea).

11. CK3W knacca KC2 npumeHsitoTca onst HeMTpanusauum atak, npu co3gaHum cnocoboB, MOArOTOBKE U
npoBefeHUN KOTOPbIX UCMOSb3YITCA BO3MOXHOCTU N3 YMCna nepevmcneHHblx B nyHkTe 10 HacTosLWwero JOKyMeHTa
N He MeHee OZIHOM U3 CreayLWmX JONONHUTENbHBIX BO3MOXHOCTEMN:

a) NpoBeJeHne ataku Npu HaxoXaeHun B npegenax KOHTPONMpPyeMonm 30HbI;

0) npoBeneHune atak Ha aTane akcnnyaTtauun CK3U Ha cnepgytowme ob6bekThI:

pokymeHTaumo Ha CK3UN n komnoHeHTbl CO;

lMomelLeHnsa, B KOTOPbIX HAXOAWUTCH COBOKYMHOCTb MPOrPamMMHbIX W TEXHUYECKUX INIEMEHTOB CUCTEM
06paboTkn AaHHbIX, CMOCOBHbLIX (MYHKLMOHMPOBATbL CaMOCTOSATENbHO WM B COCTaBe Apyrux cuctem (ganee -
CBT), Ha koTopbix peanu3oBaHbl CK3U n Co;

B) MOMy4YeHne B paMKax NpeaocTaBfeHHbIX MOMTHOMOYUIA, a TakKe B pe3ynbTate HabnwaeHun cnenyroLlen
WHopMaLunn:

cBeeHVN O PU3MYECKMX Mepax 3alinTbl OOBLEKTOB, B KOTOPbIX pas3MeLleHbl pecypcbl UHOPMAaLMOHHOWM
CUCTEMbI;

cBeeHMn 0 Mepax No 0becrnevYeHnto KOHTPONIMPYEMOW 30HbI OOBHLEKTOB, B KOTOPbIX pa3MelleHbl pPecypchl
WHOPMAaLIMOHHON CUCTEMBI;

cBeJeHMn O Mepax Mo pasrpaHuyeHuto goctyna B [omelleHnsi, B KoTopbix Haxogatcs CBT, Ha KoTopbix
peanusoBaHbl CK3U n Co;

r) UCMONb3OBaHWE LWITATHbIX CPEACTB, OrpaHMYEHHOEe Mepamu, peanu3oBaHHbIMU B WHEOPMAaLMOHHON
cucteme, B KoTopow wucnonbdyetcd CK3WM, u HanpaBneHHbIMM Ha npedoTBpalleHVe W MpeceveHue
HeCaHKLUMOHMPOBAHHbLIX AENCTBUN.

12. CK3W knacca KC3 npumeHsitoTca Ons HeMTpanusauum atak, npu co3gaHum cnocoboB, MOArOTOBKE U
npoBefeHUN KOTOPbIX MUCMOMb3YHTCA BO3MOXHOCTU M3 4yucrna nepeyncrneHHblx B nyHktax 10 n 11 Hactoswero
OOKYMeHTa 1 He MeHee OOHOWN U3 cnefyoLmx AoMNOMHUTENbHbIX BO3MOXHOCTEN:

a) cpusmyeckuii goctyn k CBT, Ha koTopbix peanusoBaHbl CK3UN n Co;

©) BO3MOXHOCTb pacnonaratb annapatHbiMM KomnoHeHTamn CK3M un C®P, orpaHudeHHass mepamw,
peann3oBaHHbIMW B WH(MOPMaLMOHHON cucTeme, B kKoTopon wucnonbsyetcd CK3W, u HanpaBneHHbiMW Ha
npegoTBpaLleHue 1 npecevyeHne HeCaHKUMOHMPOBAaHHbIX AENCTBUN.

13. CK3U knacca KB npumeHsitoTca AN HenTpanusaumm aTak, npyu co3gaHum cnocoboB, NoaroToBke U
NPOBEOEHUN KOTOPBLIX UCMONb3YHTCA BO3MOXHOCTU U3 4vucna nepevncrnieHHbiX B nyHktax 10 - 12 HacTosiwero
OOKYMEHTa N HE MEHee OOHON U3 CriefyLmx AOMONHUTENbHBIX BO3MOXHOCTEN:

a) cosgaHue cnocoboB, NOArOTOBKa M NPOBeAEeHME aTtak C NpyBeYeHeM cneumnanucTos B obnactn aHannsa
curHanos, conpoBoxaatowmx dyHkumoHnposaHne CK3UW un CO, n B obnactM Mcnonb3oBaHusa Ons peanv3auun
aTak He[JOKYMEHTMPOBaHHbIX (HeAeKNapupoBaHHbIX) BO3MOXHOCTeN npuknagHoro MoO;

©) npoBeneHue nabopaTopHbix uccrnegoBaHun CK3W, uvcnonb3yeMbix BHE KOHTPONUPYEMOW 30HHI,
OorpaHU4YeHHoe Mepamu, peanusoBaHHbIMW B WH(OPMAaLMOHHOW cucTeme, B KOoTopow ucnonbsyetca CK3U, u
HanpaBeHHbIMW Ha NpeJoTBpaLLeHne 1 NnpeceyeHne HeCaHKLMOHUPOBaHHbIX eNCTBUN;

B) npoBefeHne paboT No co3gaHuMio CrnocobOB M CPeACTB aTak B Hay4yHO-MCCrieoBaTeNbCKUX LIEHTPaX,




creumanuanpyrowmuxcst B obnactm paspadotku n aHanmsa CK3UN n CP, B TOM 4ncne ¢ Ucnosib30BaHNEM UCXOOHbIX
TekcToB Bxogswero B CO npuknagHoro MO, HenocpeacTBEHHO MCMOMb3YIOLWEro BbI30Bbl MPOrPaMMHbIX PYHKLUIA
CK3W.

14. CK3W knacca KA npumeHsaloTca AnNs HenTpanusaumu aTak, npyv co3gaHuu cnocobos, nNoaroToBke U
NPOBEAEHUN KOTOPLIX WUCMOMb3YHTCA BO3MOXHOCTU M3 4Yucria NepedncrieHHblx B nyHktax 10 - 13 HacTtosiyero
OOKYMEHTa U He MeHee O4HOWN U3 CreaylLWwmnX ONOMHUTENbHBIX BO3MOXHOCTEWN:

a) co3gaHue cnocoboB, MOAroTOoBKa M MPOBEAEHME aTak C NPUBIEYEHUEM CheLManuctoB B obnactu
NCMNonb30oBaHWsA A4S peanu3auum atak HeOKYMEHTUPOBaHHbIX (HeeKnapupoBaHHbIX) BO3MOXHOCTEN CUCTEMHOIO
Mno;

0) BO3MOXHOCTb pacnonaratb CBEAEHUSMW, COAEPXKALLUMMMUCA B KOHCTPYKTOPCKOW [AOKYMeHTauuuM Ha
annapaTtHble U NPOorpaMmHble KOMMNOHEHTbI CO;

B) BO3MOXHOCTb pacnoniaratb BCeMu annapaTtHbiMu KomnoHeHTamu CK3U n Co.

15. B npouecce ¢opMMpOBaHNs COBOKYMHOCTU MPEeANONOXEHNA O BO3MOXHOCTSX, KOTOpble MOryT
MCrnonb3oBaTbCs NpU Co3A4aHuM cnocoboB, NOArOTOBKE M MPOBEAEHWM aTak, AOMONHUTENbHbIE BO3MOXHOCTU, He
BXOASALUME B YUCIO MepeyncrieHHbix B MyHkTax 10 - 14 HacTodwero OOKyMEHTa, He BAUSIOT Ha nopsgok
onpegeneHusa Tpebyemoro knacca CK3U.

lll. CocTtaB n cogepxaHne opraHn3aLmnoOHHbIX
N TEXHUYECKUX Mep, HeoBXOANMbIX AN BbINOMHEHNS
ycTaHoBMneHHbIX MpaButensctBoMm Poccunckon ®enepavum
TpeboBaHWI K 3aLnUTe NepCcoHarnbHbIX AaHHbIX
ONns 3 ypoBHS 3aLLMLLEHHOCTU

16. B cootBeTcTBUM C nyHKTOM 14 TpeboBaHWMA K 3alluTe NepcoHanbHbIX OaHHbIX Ansg obecneveHust 3
YPOBHS 3aLUMLLEHHOCTU MNEepCcoHarnbHbIX AaHHbIX MpU UX 00paboTke B WMH(OPMAUMOHHBLIX CUCTEMax MOMUMO
BbINONHEHNs1 TpeboBaHUN, NpeayCMOTPEHHbIX MYHKTOM 5 HacToslLLero AOKymMeHTa, HeoOXOAMMO BbIMOSTHEHUE
TpeboBaHMs O Ha3HaYeHUN JOIPKHOCTHOrO nuua (paboTHMKa), OTBETCTBEHHOro 3a obecnevyeHne Ge3onacHOCTU
nepcoHanbHbIX AaHHbIX B MHHOPMALMOHHOW CUCTEME.

17. Ona BbinonHeHus TpeboBaHWHA, ykasaHHOro B nyHkTe 16 HacToswero AOKymeHTa, Heob6xoaMmo
HasHayeHne obnagamrowero AOCTaTOYHbIMM  HaBblkaMM  AOMMKHOCTHOrO nuua  (paboTHuka) onepatopa
OTBETCTBEHHbIM 3a obecneyeHne 6€30MacHOCTM NepPCoHanbHbIX AaHHbIX B MHOPMAaLMOHHON CUCTEME.

18. [Ons BbINnONHeHUa TpeboBaHWs, yka3aHHOro B MoAnyHKTe "r" nyHKTa 5 HacToswero [OKyMEHTa,
HeobxoQMMO BMECTO Mepbl, NMPeayCMOTPEHHON NoAnyHKTOM "B" MyHKTa 9 HacTosILLEero AOKYMeHTa, MCMofib30BaTb
ans  obecneveHus TpebyeMoro YypoOBHSA 3alUMLEHHOCTW MepCcoHanbHbIX [OaHHbIX nNpu ux obpaboTke B
WHOPMAaLIMOHHON CUCTEME:

CK3W knacca KB u Bbllwe B cnyyasx, korga ansg MHhopMaunoHHOW CUCTEMBI akTyarbHbl Yrpo3bl 2 TUNa;

CK3W knacca KC1 u Bbiwe B cny4vasx, korga ans HpopMaunmoHHON CUCTEMbI akTyarbHbl Yrpo3bl 3 Tuna.

IV. CocTaB n cogepxxaHvne opraHn3aLMoHHbIX
N TEXHUYECKNX Mep, HeoBXoANMbIX ANS BbIMOMHEHNS YCTaHOBIEHHbIX
MpasuTtensctBom Poccuiickon ®egepaumm TpeboBaHMn K 3awumTe
nepcoHanbHbIX AaHHbIX AN 2 YPOBHSA 3aLUULLEHHOCTU

19. B cootBeTcTBUM C NyHKTOM 15 TpeboBaHui K 3awiuTe NepcoHarnbHbIX AaHHbIX Ans obecrneveHus 2
YPOBHS 3aLUMLLEHHOCTU NEPCOHanbHbIX AaHHbIX NpU MX obpaboTke B MHMOPMAaLMOHHBIX CUCTEMAx MOMUMO
BbIMOSIHEHNA TpeboBaHWi, NPeAyCMOTPEHHbIX MyHKTaMu S5 u 16 HacToswero [AoKymeHTa, Heobxoaumo
BbIMOSIHEHNe TpeboBaHWA O TOM, 4TOObl AOCTYN K COAEPXKaHWIO 3MEeKTPOHHOro >ypHana coobLleHui 6bin
BO3MOXEH WCKIMIOYUTENbHO Ans AOMMKHOCTHLIX nuy (paboTHMKOB) onepaTopa Wy YMONHOMOYEHHOro nuvua,
KOTOpbIM CBedeHUs, CcoAepXalmecs B YKa3aHHOM XypHane, HeobxoAumbl Ans BbIMNOMHEHUS CRyXebHbIX
(TpyooBbIX) 06sA3aHHOCTEMN.

20. [ns BbinonHeHus TpeboBaHus, ykazaHHOro B NyHKTe 19 HacToswero 4OKymMeHTa, He06x0AMMO:

a) yTBepXAeHue pykoBoguTerneMm orepaTopa Cnucka nuu, AONYLWEHHbIX K COOEPXaHWK 3MEeKTPOHHOro
XypHana coofLeHui, n nogaepXaHme yKasaHHOro Crnvcka B akTyarbHOM COCTOSIHWM;

0) obecneyeHne MHGPOPMALNOHHON CUCTEMBbI ABTOMATM3UPOBAHHLIMU CpPeACTBaMu, PErncTpyupyloLnMu
3anpocbl nonb3oBaTtenet MHPOPMALMOHHOMW CUCTEMbl Ha MONTydeHMe NepCoHarnbHbIX AaHHbIX, a Takke (aKTbl
npeaocTaBeHns NePCoHaNbHbIX AaHHbIX MO 3TMM 3anpocam B 3MIEKTPOHHOM >KypHare CoobLLeHWN;

B) obecneyeHne MHHOPMAaLMOHHON CUCTEMbI aBTOMATU3NPOBaHHBIMU CPeACTBaMU, UCKITHOYaoLWMMK AOCTYN
K COAEepXaHWIo 3reKTPOHHOro »ypHana coobOWeHWn Nnul, He YKas3aHHbIX B YTBEPXOEHHOM pyKoBOAWUTENEM
oneparopa Cnucke nuu, AoNYyLWEHHbIX K COAepXXaHWIo 3NEeKTPOHHOTO XXypHarna coobLueHui;

r) obecrnevyeHne nepuogmnyvecKoro KoHTpons paboTocnocobHOCTM ykal3aHHbIX B nognyHkrax "6" mn "B"




HaCTOsLLEro NyHKTa aBTOMaTU3MpPOBaHHbIX cpeacTB (He pexe 1 pasa B nonroga).

21. [Ona BbINONHEHWs1 TpeboBaHMWS, yKa3aHHOrO B MOAMNYHKTe "r" MyHKTa 5 HacToswero [OOKyMeHTa,
HeobxooMMO BMECTO Mep, MpefyCMOTPEHHbIX MOAMYHKTOM "B" MyHKTa 9 M NyHKTOM 18 HacTosILLEero OOKYMEHTa,
ncnonb3oBaTtb Ana obecneveHns Tpebyemoro ypoBHS 3alULLIEHHOCTM NEPCOHAanbHbLIX AaHHbLIX Npy nX 06paboTke B
WH(POPMAaLIMOHHON CUCTEME:

CK3W knacca KA B cniyyasix, korga Ans UHOPMaLNOHHOW CUCTEMbI akTyarnbHbl yrposbl 1 TMna;

CK3W knacca KB u Bbilwe B cnyyasx, koraa ansg MHopMaLnoHHOW CUCTEMbI akTyarbHbl Yrpo3bl 2 TUNa;

CK3W knacca KC1 u Bbiwe B cnyyasx, korga ans UHOOPMaUNOHHOW CUCTEMbI akTyarbHbl yrposbl 3 Tvna.

V. CocTaB u cogepxaHne opraHmM3auoHHbIX
N TEXHNYECKUX Mep, HEOOXOANMBIX ANS BbINOIHEHNST YCTAHOBIIEHHbIX
MpaButenbcTBoM Poccuickon ®egepaunm TpeboBaHni K 3alumTe
NnepcoHarnbHbIX AaHHbIX A5 1 YPOBHS 3aLLUMLLIEHHOCTM

22. B cooTBeTCTBMM C MyHKTOM 16 TpeboBaHMI K 3alumMTe NepCoHasibHbIX AaHHbIX Ansa obecneveHus 1
YPOBHSA 3aLUMLLEHHOCTU NEepCOHanbHbIX AaHHbIX NpU MX 0BpaboTke B WMH(OPMAUMOHHBLIX CUCTEMax MOMUMO
BbINONHEHNs1 TpeboBaHUN, NPeayCMOTPEHHbIX MNyHKTamu 5, 16 m 19 HacToswero [okymeHTa, Heobxoammo
BbINONHEHWE cnefyoLmx TpeboBaHui:

a) aBTOMaTU4eCKas perncTpaumsi B INEKTPOHHOM >XypHane ©6e30nacHOCTU W3MEHEHUS MONTHOMOYMIA
COTpYAHMKA onepartopa no AOCTYNy K NepCoHarnbHbIM AAaHHbIM, coaepXalmmcs B MHPOPMaLMOHHON CUCTEME;

0) cosgaHue oTAEenbHOro CTPYKTYPHOro noAapasgerneHusi, OTBETCTBEHHOro 3a obecneyeHne 6e3onacHoCTU
NnepcoHarnbHbIX AaHHbIX B MHOPMAaLMOHHOM cucteme, NMbGO BO3roXeHne ero yHKLMUA Ha OAHO M3 CYLLECTBYHLLINX
CTPYKTYPHbIX NOApa3aeneHuni.

23. [ns BbiNonHeHus1 TpeboBaHMs, yka3aHHOro B MNOAMNYyHKTe "a" MnyHKTa 22 HacCTOSIWEro AOKyMeHTa,
HeobxoauMmo:

a) obecneyeHve WHHOPMALMOHHOW CUCTEMbI aBTOMaTU3NPOBAHHBIMKW CPEeACTBaMM, MO3BOSAOLLUMU
aBTOMAaTUYECKN PErMCTPUpPOBaTb B 3MEKTPOHHOM >XypHarne ©6e30nacHOCTM M3MEHEHUS MOMTHOMOYMIA COTPyOHUKA
onepaTopa no JOCTyny K NepcoHanbHbIM AaHHbIM, COAEPXaLLMMCH B UH(POPMALIMOHHON CUCTEME;

0) oTpaxeHne B 3NEKTPOHHOM XypHane 6e30macHOCTM MOMHOMOYMM  COTPYOHUKOB —onepartopa
NnepcoHarnbHbIX AaHHbIX MO AOCTYMNY K NEePCOHanbHbIM AaHHbIM, COAEPXALUMMCS B MHAOPMALMNOHHOW cucteme.
YKa3aHHble NOMIHOMOYMS OOIDKHbI COOTBETCTBOBATL JOIMKHOCTHBIM 06S3aHHOCTSAM COTPYAHUKOB OonepaTtopa;

B) Ha3HayeHne onepaTtopoM nuua, OTBETCTBEHHOrO 3a NepuoguyecKkuii KOHTPONb BEOEHUS SMEKTPOHHOro
)XypHana ©6e30MacHOCT W COOTBETCTBUSI OTPaXKEHHbIX B HEM MOMIHOMOYMIA COTPYAHWKOB onepaTtopa WX
OOIMKHOCTHBIM 06513aHHOCTSIM (He pexe 1 pa3a B Mecsl).

24. Ons BbinonHeHus TpeboBaHWs, yKaszaHHOro B MoAnyHkTe "0" MyHkTa 22 HACTOSALWEro OOKYMEHTa,
Heobxoaumo:

a) MpoBecTM aHanu3 LenecoobpasHOCTM Cco3daHUs  OTAENbHOro CTPYKTYPHOTO  MOApasfgeneHus,
OTBETCTBEHHOTO 3a obecneyeHne 6e30nacHOCTM NepcoHarnbHbIX AaHHbIX B MHGOOPMAaLMOHHON CUCTEME;

0) cospatb OTAEenbHOE CTPYKTYpHOE noApasfdeneHne, OTBETCTBEHHOe 3a obecneveHme ©Oe3onacHoOCTU
NnepcoHanbHbIX AaHHBIX B MHADOPMALMOHHOM cMcTEME, MO0 BO3NOXUTb €ro (PyHKLMM Ha O4HO U3 CYLLLECTBYHOLLMX
CTPYKTYPHbIX NogpasaeneHuni.

25. [nga BbinonHeHus TpeboBaHMs, ykaszaHHOro B nognyHkTe "a" nyHKTa 5 HacToswWero OOKyMeHTa, Ansd
obecneyeHnst 1 ypoBHSA 3aLLULLLEHHOCTM HEOBXOANMO:

a) obopygoBaTb OkHa [MomMeLLeHniA, pacnonoXeHHble Ha NepPBbIX U (MNW) NOCNEeAHUX ATaxax 34aHUN, a Takke
okHa [NomMeLlleHunin, HaxoadaLmecs OKOMo MoXapHbIX NEeCTHUL, U ApYrnMx MecT, OTKyda BO3MOXHO NPOHWKHOBEHWE B
NomeleHnss NOCTOPOHHUX ML, METanINYEeCKUMN pelleTKkamMn WM CTaBHAMW, OXPaHHOW CuUrHanusauuen unu
Apyrumun cpeacrTBamMu, NPenaTCTBYOLWUMU HEKOHTPONMPYEMOMY NPOHUKHOBEHWIO MOCTOPOHHUX ML B NOMELLEHWS;

©) obopynoBaTb okHa u ABepu MNMoMeLLEHMI, B KOTOPbIX pa3MeLleHbl cepBepbl HPOPMALIMOHHOW CUCTEMB,
MeTanmnmMyecknMmn peLleTkamn, OXpaHHOW curHanusauvend unuv Jpyrumu  cpeactBamu, NPensTCcTBYHOLWUMU
HEKOHTPONMUPYEMOMY NMPOHMKHOBEHUIO MOCTOPOHHMX NNL, B NOMELLEHUS.

26. [Ona BbINnonHeHWst TpeboBaHWs, yKa3aHHOrO B MOANYyHKTe "r" MyHKTa 5 HacToswero [OOKyMeHTa,
HeobXx0AMMO BMECTO Mep, MPeAyCMOTPEHHbIX MOAMYHKTOM "B" nyHkTa 9, nyHktamum 18 m 21 HacTtoswero
OOKYMEHTa, Ucnonb3oBaTh Anst obecnevyeHns TpebyeMoro ypoBHs 3alLMLLEHHOCTU NEPCOHATbHBIX AAHHbBIX MPU UX
0bpaboTke B MHhOPMALMOHHOM CUCTEME:

CK3W knacca KA B cniyyasix, korga ans uHopmaunoHHOW CUCTEMbI akTyarbHbl yrpo3bl 1 TMna;

CK3W knacca KB u Bblilwe B cnyyasx, koraa ansg MHhopMaLunoHHOW CUCTEMBI akTyarbHbl Yyrpo3bl 2 TUna.




